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Instructions: -
(i) Select Correct Options
questions are compulsory.
What is the primary function of a mobile phone's antenna? [1]

Ql.

Q2.

7 b) To process audlo 31gna]s | |
~ ¢) Toconnect the computer to a network . £ =

Q3.

a) To convert ele'ctro-magnetic signals to electrical signals and vice versa
b) To display visual content |

c¢) To store digital data s ) X ' & —
d) To manage the operatmg system of the moblle phone

What is the pmnary functlon of a Network Interface Card (N'IC)'7
a) To store data permanently N £

d) To dlsp]ay visual out'put on the momtor R

“Which of the followmg isNOT a type of pnmary data storage‘? X

- a) Read Only Memory (ROM) < & X

Q4

b) Random Access Memory (RA.M) ‘ :_{-
¢) Solid State Driye (SSD) Fel e
d) Cache Memory b

What is the primary purpose ofthe handoff procedure in mob:]e communication
systems? - :

a) To allow seamless call contrntnty when moving from one cell to another

b) To increase the speed of data transmission

c) To enable mobile devices to connect to different networks

~d) To manage battery power usage _

Q5.

.
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Which term refers to the act of using cyberspace to create, display, distribute, or
publish obscene materials without consent?

a) Cyber pornography

b) Cyber espionage

¢) Cyber terrorism

d) Cyberstalking

FSAX1Y39FFSA

(1]

(1]

(1]

(1]

(Page ! of'4)



Q6. |

Q7.

Q8.

Q9.

Q10.

—'"‘.Qll._

* social media platform? - i &

What is the primary motive bellind phishing attacks?
a) To disrupt a network's services

b) To infect a computer with a virus

c) To create fake profiles on social media

d) To steal sensitive information such as passwords or credit card details

Which of the following is NOT a characteristic of cybercrime?
a) Physical evidence

b) Trans-boundary nature

c) Dynamic modus operandi

d) Anonymity ‘

Which of the following is 2 common type of financial fraud?
a) Cyberbullying -

b) Cyberstalking A P

c) E-wallet fraud * K

d) Phishing | : : ' %

How can opportumty in the Fraud Tnangle be best deSCnbed’? -
a)Asafi nancial motive for engagmg in fraudulent actlvmes = |

b) Asa personal Justlﬁcanon for comnnttmg fraud

c) As the percelved unfalr treatment by tEe employer ,f:"_-r _\E-'

d)Asa ﬂaw in the. company s mternal control system that allows fraud to occur

Which social medla platform is known for allowmg users to send and receive

short messages called '”'tweets""? & £ & :
a) Facebook ’rmf.f—' 5 ’,\""‘N _Y Fod
;_-;b) Linkedln 37 & &5 H
Y, c) Instagram _ff:‘”'. g’j:-’: ;—T"' & ‘
d) TWlttCT :;;,_'« ,_*-'"- ~: ) _ﬂf_trl ‘\

What actlon can you take 1f you encountcr a fake proﬁle page, or group on a

a) Share it w1th ﬁ1end_s P d
b) Ignore it '

c) Report it to a local law en_forcement agency

d) Contact a social media nodal officer via ‘email

“Q12. W]'lich element of the fraud a?llr'ianglerinvolves an individual's personal drive or

—reason for committing fraud?

a) Justification
b) Opportunity

-¢) Rationalization

d) Motive
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Q13. How do fraudsters typically operate in URL/SMS/Email/Instant Messaging/Call ~ [1 ]

driven frauds?

a) By installing malware on victims' computers
b) By compromising ATMs

¢) By hacking into email accounts

d) By circulating fake messages to induce victims into paying charges-

Q14. What is a key risk associated with sending emails? [1]
a) Improved collaboration
b) Better record-keeping
¢) Unauthorized access and email spoofing

d) Increased communication efficiency

Q15. In the case study of tlcketmg fraud what was the prlmary role of the Tatkal [1]
Turbo Software? ' : : ' |
a) Intercepting OTPs ™
b) Sending phishing emails
c) Hacking social media accounts
d) Auto- ﬁlhng payment detaﬂs

Q16. What is cyber sextmg’?
a) Shanng business- related documents '

S £

b) Posting i lmages of pets online

: c) Sendmg regular-text messages

.

~ d) Sharmg sexually exphclt 1mages ‘and v1deos via electronlc devmes

Q]7 What does "“Revenge Pom"“ refcr to?.° 7 [1]
a) The sharing of intimate images thh conserit :
; - b) The distribution of EXp]lClt 1mages with the aim to. entertam ’
c) The sale of cxphclt content for commermai gain-
d)The dlstrlbunon of sexually exp11c1t 1mages or v1deos to damage someone's
‘ reputation : '

Q18. Which of the 'following isNOTa'su gge_stéﬂ countermeasure to prevent online [1]
harassmem‘-?
~a) Keeping software updated 5 -
b) Using encryptlon for, social media accounts
c) Over—sharmg personal mformatmn onlme
d) Applymg strong prlvacy settmgs \ )

Q19. Which of the following is a common method used to distribute malicious apps? [1]
a) Phone calls
b) Links sent via SMS, email, or social media
¢) Physical mail
d) Direct email attachments

-
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Q20. What is the primary motive behind the harassment by instant loan apps? ’ [1]
a) To facilitate genuine loan recovery
b) To offer financial counseling
¢) To provide educational loans

d) To extort additional money and cause social humiliation

Q21. What does a ransomware attack typically do to the victim’s data? [1]
a) Encrypts the files and demands a ransom for decryption
b) Copies files to an external server
c¢) Corrupts files without encryption
d) Deletes all files

Q22. What is matrimonial fraud? [1]
a) A scheme to manipulate md1v1dua1s through fake matrimonial claims

b) Fraud related to financial investments

c) Identity theft in social neﬁmorks

d) A type of business scar'n‘

Q23. What action'should be taken lf you recelve an unsollclted emall askmg for =~ [1]
sensitive mformat10n'7 i 5 [
a) Report the email to theirelevant authontles il A
b) lgnore the emall e s
c) Click on-any lmks prov1ded to check thelr authentlclty .
~d) Respond thh fhe requested mforma‘non L : " .

-

a) A network securlty protocol & A ' X
“b) A type ‘of hardware device = X P -~
" c) Atypeof physma] malware w -

Q24. Whatis ransomwsle‘7 -

d) A software that encrypts ﬁles and demands a ransom for Elecryptlon

Q25. What does the term ""VlShlng"" tEleL: to'?
£ a) Voice phishing over the telephone
: b). Ph1 shmg thxough text messages
c) Plnshmg using social med1a
“d) Spoofmg email addresses

[1]

- -
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